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1. Product description and requirements

JPK Transfer in SAP (also called JPK Transfer Monitor) is a BCC product to send SAF-T (Standard
Audit Files for Tax) / JPK (Jednolite Pliki Kontrolne) files to the Polish Ministry of Finance gateway.

The solution allows sending XML files created by BCC’s JPK/ SAF-T solution and created by other
programs as well.

1.1.Technical requirements

SAP application Version
component

Kernel 6.0 or higher

1.2.Package content

The product is prepared in separate namespaces: /BCC/JPT and /BCC/IPW/.
It is distributed via SAP transport requests and additional Java server. In this instruction we assume,
that the installation is already done.

The tool adds following transactions to the SAP system:

Transaction ID Transaction description

[BCC/IPT JPK Transfer Monitor

/BCC/JPT_CUST | JPK Transfer — Configuration

/BCC/IJPT_XSD | JPK Transfer — XSD version settings (checking XML)

/BCC/JPT_LEP JPK Transfer — Paths to local JPK Transfer Engine (only optionally used)

/[BCC/JPT_STP JPK Transfer — Paths and settings of local signing tool (optionally used)

In this user’s manual only the first transaction /BCC/JPT/ will be described. For the description of the
other transactions see the installation manual.
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2. Transactions and programs

To use the product one should invoke the /BCC/JPT transaction via string /n/BCC/JPT in command
field in the left top corner of the SAP GUI screen.

[ Menu Edit Favorites Extras Systerm  Help

& | /n/BCC/IPT [ dH CE@@ I DHEE 6N 4a
SAP Easy Access

(& [® | & | @wother menu =] & | w & | [fcreate role

+ (3 Favorites
- 'i':'j CAD mann

2.1. JPK Transfer Monitor — selection screen

Transaction ID Transaction description

/BCC/IPT JPK Transfer Monitor

[= Program  Edit  Goto System  Help

@ | /nfbecipt | « @ T @

I

JPK Sending monitor
=1
(S T
LVJ L‘D
Company code Y001
Files' content since 01.11.2016
Files’ content til 31.12.2016
Files creation date

JPK type to
File's author

L |

=3
o

[

File version

B

®) Production mode
") Test mode

Folder with JPK file \\office\bcc\ProjektyWewnetrzne\ JPKAXML\ " | SAP folder
Manually entered folder | SAP folder

=)

ALV display
Layout
" |Show sent and removed records

Please choose a language for messages from JAVA Engine
") Messages in Polish
=) Messages in English
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Field name

Field description

User action

Comments

Company code

Selection of company code for which we
want to process the SAF-T / JPK files

Pick from list /
Enter manually

E.g. PLO1

May be left empty

Files content since

The first day from which the JPK / SAF-T
files will be shown

Pick from list /
Enter manually

E.g.. 01.01.2016

Files content till

The last day from which the JPK / SAF-T
files will be shown

Pick from list /
Enter manually

E.g. 31.01.2016

Files creation date

Only files prepared on selected days will be
shown

Pick from list /
Enter manually

E.g. 31.01.2016
May be left empty

JPK Type Only files of selected type will be shown. Pick from list / May be left empty
Enter manually
File author Only files created by selected SAP user will Enter manually May be left empty
be shown
File version Only files in selected version will be shown Enter manually May be left empty

Production mode

The file will be processed in production mode
— the sending will be executed against the
production gateway of the Ministry of
Finance. It should be used only for official
documents and not for testing

Test mode

The file will be processed in test mode — the
sending will be executed against the test
gateway of the Ministry of Finance. To be
used for testing.

Folder with JPK
files

Folder in which JPK / SAF-T files are stored

Automatic entry

Relevant configuration
parametrer PATH_XML

SAP folder

Files’ folder is accessed via appliaction server
Unchecked:

Will cause accessing the network folder from SAP
GUI (workstation), using current/domain user
credentials, e.g. DOMAIN/billgates

Checked:

Will cause accessing the network folder from SAP
server, i.e. user name for which SAP server is
started. It is SAPServiceXYZ user, where XYZ is
the SID (SAP System Identifier). To make it
working you need DOMAIN/SAPServiceXYZ user
who will have an access to the network folder. You
also need entries in SAP in the AL11 pointing to
JPK folders. The entries in the AL11 transaction
will work if user SAP user in needed
authorizations. Check section 3 — Accessing files in
JPK Folder

Automatic default
value/ Manual entry

Relevant configuration
parametrer
PATH_XML_SAP

Manually entered

Manually entered folder that overwrites the

Manual entry

Relevant configuration

folder “Folder with JPK Files” when any value parametrer
entered. PATH_XML_MANUAL
SAP folder If set, the manually entered folder will be Manual entry

accessed via appliaction server.

See description for similar fiel above.
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Layout

Allows to choose from prepared and saved
ALYV layouts

Manual entry

Show sent and
removed records

Allows to show records of already sent with
success files, that were deleted from the XML
folder. Usefull when archiving is used and the
user wants to retrieve archived fie.

Messages in Polish

Messages in status column arrive from JAVA
Engine in Polish

Messages in English

Messages in status column arrive from JAVA
Engine in English
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2.2 JPK Transfer Monitor — processing screen

[ Tooks Others System  Help
] “l«d eae R em
JPK Transfer - PRODUCTION mode

+ Connectionis OK  #7|Status refresh  GZCheck XML L=Chedk XML and prepare  [2# Start signature  [)Send to MoF  [£]Get UPO  [3Show UPO  [23Show UPO as PDF P Get the archived XML

=)

B Mode File Sending Step Status Detaled status N Company co JPK type
[Pmduct\nanPK-DEMO @ @ FError whie sending  {"Message":"Przestano duplkat przetworzonego dokumentu. Numer referencyjny oryginatu: 674bbd, Y001 VAT
Production JPK-VAT-TEST-0000 ' [E UPO retrieved OK  {"Code":200,"Description”:"Przetwarzanie dokumentu zakoriczone poprawnie. Wygenerowano UPQ", Y001 VAT
Production JPK-VAT-TEST-0001 &’ [@ UPO retrieved OK  {"Code":200,"Description”:"Przetwarzanie dokumentu zakoriczone poprawnie. Wygenerowano UPO", Y001 VAT
Production JPK-VAT-TEST-0002 & [@ UPO retrieved OK  {"Code":200,"Description™:"Przetwarzanie dokumentu zakoriczone poprawnie. Wygenerowano UPQ", Y001 VAT
Production JPK-VAT-TEST-0004 /M [@ Checked OK Prawidtowy plk. Teraz mozesz przygotowac go do podpisu Y001 VAT
Production JPK-VAT-TEST-0005 & [ UPO retrieved OK  {"Code":200,"Description":"Przetwarzanie dokumentu zakoriczone poprawnie. Wygenerowano UPQ", Y001 VAT
Production JPK-VAT-TEST-0006 /M @ Prepared OK File 'JPK-VAT-TEST-0006.xml_init_upload.xml' ready for qualfied signature Y001 VAT

Important! When accessing JPK folders with current user credentials (SAP Folder = “”), the
SAP GUI may often ask whether to allow accessing JPK folders from SAP GUI. Please give
the permission in order to process the files correctly (and sign “Remember my decision”
in order to get rid of the messages).

2.2.1 Test/Production Mode

Depends on a processing mode which has been chosen on the selection screen, the application
works either in test or in production mode. Information about the current mode is shown in
the header of the screen.

TEST mode

o Connertinon s 0K %= charck XM ‘Erher

Production mode — it is used to send JPK / SAF-T to the Ministry of Finance
Test mode — it is used to test sending JPK / SAF-T to the Ministry of Finance

2.2.2 Connection status

Before any other action, it is necessary to make a connection with an external application first
(JPK Transfer Engine).

Connection status is visible in the main menu of the application:

R R e R e R F W F e el

3¢ Mo connection ™= Check XML

o FoACSIEEY IR =Y =21 )

Status: No connection — click on the ,,No connection” buton to refresh the connection
status. If the application cannot make a connection then please contact an
administrator who will check if both JPK Transfer Monitor and JPK Transfer Engine
applications were correctly installed. The application cannot be used.
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FLoF Tl FITWIS

% Connection is OK = Chec

Connection is OK — the application is ready to be used.

Important! If the JPK Transfer Engine (Java) is installed on user’s computer (and not on the
separate server, which is the recommended option), then if the administrator switched on the
automatic start option (AUTO_START_ENGINE_LC), the user can provide the path to the
file starting the Transfer Engine, and afterwards the engine starts automatically, when the user
enters the JPK Transfer transaction. To provide the path to the file starting the Transfer
Engine, the user should use menu entry Others > Set Engine file path.

Similarly when leaving the transaction , the system could switch the JPK Transfer Engine
started locally off (configuration parameter AUTO_SHUT_ENGINE_LC). This option will
be available in the next 1.3 version of JPK Transfer.

2.2.3 ALV screen

On the screen you can see the list of JPK/SAF-T files from the folder selected on the selection
screen

= Tools Others  System  Help
] «Heae® S8 o
JPK Transfer - PRODUCTION mode

« Connection is OK  #7)Status refresh  G=ECheck XML 1 =Check XML and prepare o4 Start signature  []Send to MoF 4 Get UPO [ 23Show UPO [ Show UPO as PDF B2 Get the archived XML

@)

B Mode Fle Sending|Step | Status Detaied status I} Company co JPK type
[Pmduct\un]JPK—DEMO @ @ Error whie sendng  {"Message":"Przestano duplkat przetworzonege dokurnentu. Numer referencyjny oryginatu: 674bbd Y001 VAT
Production JPK-VAT-TEST-0000 « [ UPO retrieved OK  {"Code":200, "Description:"Przetwarzanie dokumentu zakoriczone poprawnie. Wygenerowano UPQ", Y001 VAT
Production JPK-VAT-TEST-0001 «  [@ UPO retrieved OK  {"Code":200,"Description”:"Przetwarzanie dokumentu zakoriczone poprawnie. Wygenerowano UPQ", Y001 VAT
Production JPK-VAT-TEST-0002 « [ UPO retrieved OK  {"Code":200,"Description”:"Przetwarzanie dokumentu zakoriczone poprawnie. Wygenerowano UPO", Y001 VAT
Production JPK-VAT-TEST-0004 £ [@ Checked OK Prawidtowy plik. Teraz mozesz przygetowa¢ go do podpisu Y001 VAT
Production JPK-VAT-TEST-0005 + [@ UPO retrieved OK  {"Code":200, "Description":"Przetwarzanie dokumentu zakoriczone poprawnie. Wygenerowano UPQ", Y001 VAT
Production JPK-VAT-TEST-0006 M [@ Prepared OK File 'JPK-VAT-TEST-0006.xml_nit_upload.xml ready for qualfied signature Y001 VAT

The meaning of the background colours of rows:
e Files created with /BCC/JPK product are in blue
e External files (created with other product) located in folder with the JPK files are in
orange.

Most important status fields:

Field Meaning

Sending status Icon representing overal status of sending to the ministry of the
finance process:

Empty — not processed

Yellow — in preparation for sending (e.g. validation, preparation,
signature, in process of sending or getting upo)

Red — problem with file sending or getting upo

Green - sent OK

Green checked — UPO sucessfully retrieved

Step Icon representing the status of the last step executted
Status Short description of the last step result
Detailed status Long description of the last step result (prepared in the language

selected before processing on the parameters’ screen)
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Internal files — created with /BCC/JPK
Files are ready to be used. Please never rename the files!

External files (in orange)
Please fill in the following fields:
e Company code
e JPK type (e.g. VAT)
e Date from — The start date of data inside the file
e Date to — The end date of data inside the file

e \ersion
Important! Make sure, that external files have unique filename that will not repeat in time. It is
important as processing logic is based on unique filenames.

Once filled in please save the fields with the “Save” button = from the main menu.

L= Tools System  Help

1V - CEQ SHE Dol BEE @

TEST mode

+” Connection is OK  “=Check XML  +=Check XML and prepare  =1Send to MoF  ¥3|Status refresh  B1Get UPO Bk Set production run

& | @) [&[FEIEFL E]E @ JEE.

Run File Sta_| CC IPK Date from Date to Version C
Mew JPK_KR_Y001_20010117_20160117
Mew SAD0_VAT_20120101_20120228 SADO VAT 01.01.2012  28.02.2012 1
Production  YOO1_FA_20000106_ 20150806 _EUR_01 S R &
Test YOO01_FA_20000106_20150806_PLN_01 ovc, | YOOl FA 06.01.2000  06.08.2015 1

2.2.4 Action: Check XML

« , b= Check XML ) . . ]
Check XML button validates JPK / SAT-F XML files. It checks if the files

are built correctly according to the specification prepared by the Ministry of Finance.

In order to run it select interesting files:
TEST mode

o Connection is OK || %= Check XML || +=Check XML and prepare  =1Send to MoF  %35tatus refresh  1Get UPO Bk Set production run

& Q) @) [&]FE]E[E) (E]E @ =

Run Fila Sta. | CC 1PK Date from Date to Version
MNew JPK_KR_Y001_20010117_20160117
MNew SAQ0_WAT_20120101_20120228 SAQO VAT 01.01.2012 | 28.02.2012 1
Production Y001 FA 20000106 20150806 EUR 01 Yool FA 06.01.2000 06.08.2015 1

3 J!Test Y001_FA_20000106_20150806_PLN_01 cve . Y001 FA 06.01.2000  06.08.2015 1
Test ¥001_FA_20000106_20150806_USD_01 File . Y001 FA 06.01.2000 06.08.2015 1

Then click on “Check XML” button.

Validation process will start. After some time please click on “Status refresh”
¥ status refresh

Then the following columns will be updated:
e Val. date START — Validation start date
e Val. time START — Validation start time
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e Val. date END — Validation end date

e Val. time END — Validation end time

e Val. user — User who triggered validation

e Status — Success, or in case of validation error it shows what is wrong

NOTE!

For larger files the process might take from couple minutes to hours (even a day in the case of

file sizes circa 1 GB). In that case the validation START date and time are updated, and the
c . ; . ﬁ]smtus refresh

validation END columns remain empty. To refresh the fields use button.

Once the validation is complete, the validation END columns are updated.

2.2.5 Action: ,,Check XML and prepare”

V= _ .
Check XML and prepare” ~ creckXMLand prepare o, | olidates JPK/SAF-T XML files

and prepares them for qualified signature (if the files are valid).

To run it select file(s):

TEST mode

o Connection is OK | *=Check XML | +=Check XML and prepare | E=1Send to MoF  %315tatus refresh  AGet UPO Bk Set production run

& | [ [&]FE]E[F.)[8]d J@E =,

Run File Sta_ | CC 1PK Date from Date to Version
New JPK_KR_Y001_20010117_20160117
MNew SAO0_WAT_20120101_20120228 SAQ0 VAT 01.01.2012 = 28.02.2012 1
Production Y001 FA 20000106 20150806 EUR 01 Y001 FA 06.01.2000  06.08.2015 1
Test Y001_FA_20000106_20150806_PLN_01 o Y001 FA 06.01.2000  06.08.2015 1
4’ Test ¥001_FA_20000106_20150806_USD_01 File . Y001 FA 06.01.2000  06.08.2015 1

Then click on “Check XML and prepare”.

If the file was previously checked (validated) you will be asked if the validation should be
repeated:

[E Attention!

File YOO1_FA_20000106_20150806_PLN_01 already
validated, repeat?

Yes — file will be validated and prepared for qualified signature
No — file will be prepared for qualified signature without validation.

Once the action is started, in order to refresh status please click on “Refresh status”.
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Then the following columns will be updated:
e Preparation START date — Data rozpoczg¢cia przygotowania pliku do wysytki
e Preparation START time — Godzina rozpoczecia przygotowania pliku do wysytki
e Preparation END date — Data zakonczenia przygotowania pliku do wysytki
e Preparation END time — Godzina zakonczenia przygotowania pliku do wysytki
e Prepared by — Uzytkownik, ktory wykonuje procedur¢ przygotowania pliku
do wysytki
e Status — Success, or in case of validation/preparation error it shows what is wrong.

NOTE!

For larger files the process might take from couple minutes to hours (even a day in the case of

file sizes circa 1 GB). In that case the preparation START date and time are updated, and the
) ) ) & Status refresh

preparation END columns remain empty. To refresh the fields use button.

Once the preparation is complete, the preparation END columns are updated and the Status

column says the files are ready for qualified signature.

2.2.6 Signing of prepared files (“Start signature”)

Files ready for qualified signature are stored in “TOSIGN” folder. The files have to be signed
with external application that implements qualified signature (sample list of such vendors is
below). Put signed files in “SIGN” folder. Signed files have to either have the same name or a
name that starts with that original name. For example if a file in TOSIGN folder is called
then a file in the SIGN folder has to have the same
name ( ) or e.g.
Xades or Xds

The signing program can be called directly fiorm JPK Transfer Monitor transaction if the
parameter AUTO_START _SIGN_TOOL has been configured. Then on the ALV screen
additional icon appears |=% stpee sinature || and the user, after configuring the calling
parameters (menu Others > Set signing software) can run the signing just like the other
procedure steps. Important! As the signature is executed outside of the SAP system, after
signing one shoulr refresh the ALV list (&Z1tatus refresh ),

For qualified signature you can use any program but it has to be configured according to the
specification prepared by the Ministry of Finance:

Metadata file must be signed with qualified signature according to XAdES Basic Electronic
Signature algorithm in XML format according to http://www.w3.0rg/2000/09/xmldsig scheme,
in short XAdES-BES in Enveloped version (signature as an additional element element
ds:Signature in the original XML) or Enveloping (original document contained as an element
in the signed structure). A transformation could be done on the object being signed according
to http://www.w3.0rg/2000/09/xmldsig#base64 encoding.

Use RSA-SHA1 hash function in the signature.

Note! If your signing program cannot automatically copy the signature file from TOSIGN to
SIGN folder (usually .xades or .xds), one can make the Transfer Monitor solution copy the
signature files automatically. To achieve this set either:
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- AUTOCOPY parameter when setting the signing software tool (menu Others > Set
signing software, table /BCC/JPT_DB_TCU4)
or
- AUTO_COPY_SIGNED general configuration parameter (table /BCC/JPT_DB_TCU)
In values of these parameters just give the mask of the signature files to copy (e.g.
* xades). If you do not define these parameters (leave them empty), then JPK Transfer
Engine will not copy signature files from TOSIGN to SIGN.
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For your convenience we provide sample list of vendors who deliver qualified signature:

1. KIR Szafir:

Configuration
il

Name | JPK]

v

L D
-:un{pn:nent

putting a signature verification

network settings ‘ eArchive ‘

timestamping encryption

[ Use default configuration
Signing certificate

:Oph’onal qualified certificate

Default parameters | Palicy | Additional parameters I Source | results signature

Format: Signature parameters
S [] Add another signature to the file containing the signature Embedded signature (countersignature)
d ?(AdE; [] 5ave the signed data with the signature Do neot attsch additional information (XAdES-BES) -
- [] Do not encode to Base64 || Signature compatible eDeklaracje
Enveloped signature Commitment type: :Prouf of approval v
Restore default settings ] [ Save ] [ Cancel

2. Asseco/Certum SmartSign:
a. Settings (Ustawienia) menu -> Signature (Podpis)

iv.

V.

Signature format (Format podpisu): XAdES

Signature type (Typ podpisu): Internal (Wewnetrzny)

Additional signature options (Dodatkowe opcje podpisu): Signature
variant: Don’t assign additional information (BES) (Wariant podpisu:
Nie dolgczaj dodatkowych informacji (BES))

Advanced XAdES signature options (Zaawansowane opcje podpisu
XAdES): select Create attached signature (Enveloped) (Twdrz podpis
dotgczony (Enveloped))

Archivization: Check copy after signature and give the path to the
SIGN folder, UNCHECK create subfolders in form...

2.2.7 Action ,,Send to MoF”

[=15end to MoF

“Send to MoF”

sends signed file to the Ministry of Finance. Signed file

has to be put in the “SIGN” folder.

In order to send files to the Ministry select file(s) on the list and click on “Send to MoF”:
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TEST mode

o Connection is OK | “=Check XML | +=check XML and prepare| [=1Send to MoF | %3l5tatus refresh  1Get UPO Bk Set production run

@ Q) [@) [&[F&E]E[FL elle @ =)

Run File Sta. | CC 1PK Date from Date to Version
MNew JPK_KR_Y001_20010117_20160117
New SAQ0_WAT_20120101_20120228 SAQO VAT 01.01.2012 @ 28.02.2012 1
Production Y001 FA 20000106 20150806 EUR 01 Y01 FA 06.01.2000 06.08.2015 1

3 _ETest ¥001_FA_20000106_20150806_PLN_01 cve . Y001 FA 06.01.2000  06.08.2015 1
Test ¥001_FA_20000106_20150806_USD_01 File . Y001 FA 06.01.2000  06.08.2015 1

After some time click on “Status refresh” to update information about chosen file(s).

The following columns will be filled in:

Send START date — Date when sending process started
Send START time — Time when sending process started
Send END date — Date when sending process ended
Send END time — Time when sending process ended
Send user — Sent by user with given name

Status — Success, or in case of an error it shows what is wrong. Note an error message
might be in Polish because it comes directly from the Ministry of Finance’s system.

NOTE!

For larger files the process might take from couple minutes to hours (even a day in the case of

file sizes circa 1 GB). In that case the sending START date and time are updated, and the
. ] ] ﬁ] Status refresh

sending END columns remain empty. To refresh the fields use button. Once

the sending is complete, the sending END columns are updated and the “Reference number”

column is filled in (it is a number assigned by the Ministry of Finance).

2.2.8 Action ,,Get UPO”

For files sent to the Ministry of Finance (after getting Reference number) in production mode
you can get UPO file (it confirms that the whole process succeeded).

Chose a file and click “Get UPO”.

After some time click “Status refresh” to see the following columns updated:
e UPO date START

UPO time START

UPO date END

UPO time END

UPO user — user who initiated the “Get UPO” action

The generation process of UPO files takes place in the Ministry of Finance’s
(production) system. It can take long time (even a day). So if the first UPO reception is
unsuccessful, read the detailed message and try again later.

The UPO is not available in test mode because Ministry of Fiance does not provide such
functionality for their test system.
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2.2.9 Option ,,Production mode”

File that was prepared in test mode can be sent to the Ministry only in Test mode. To change
the mode from “test” to “production” choose “Production mode” radio button. Then for
chosen file the “Run” column and information about preparation and sending will be cleared.
All the preparation/signing/sending steps have to be repeated.

Note! File will be processed in production mode if on the selection screen of the application
“Production mode” will be chosen:

"1 Production mode
(®) Test mode

In the main menu you will see information about chosen mode:
PRODUCTION mode

o Connection is 0K %=Check XML  +=Check XML and prepare  [=15end to MoF St,—:ltus refresh B Get UPO Wg Set production ru

@ @ EFEEFLE

Run File Status
[New | JPK_KR_Y001_20010117_20160117
MNew SAD0_VAT_20120101_20120228

Dradurtinn vnni Ea nnnnina 201 snanAs B 01

2.2.10 Action ,,Show UPO”

Displays UPO in its original text form (XML)
[& Took Oaplkadi System Hep w

(] qEICce@ LHE SDo0 BEE B

PRODUCTION mode
0a Skrzynka odbiorczz o Connection s OK ~ "=Check XML+ Check XML and prepare  [=ISend to MoF  3]Status refresh  (F1Get UPO Bk Set production un B Show UPO [ Show UPO as PDF
[ePRentcrion o | EFEET) OEIE =
[ e ‘ [E Mode File Status Com.. IPKtype Date from Dateto | Verson | Creatio
[ production  JPK-VAT-TEST-0000 “Code":200, Description”: Przetwarzanie dokumentu zakoriczone poprawnie. Wygener. YOOI VAT  01.07.2016 31.07.2016

w3 IPK Transfer UserM... [ Display XML document B e<cription™:"Dokument w trakcie weryfikadji podpisu, sprawdi wynk nas_ | Y01 VAT | 01.07.2016 31.07.2016 1

st for file \\office\bec\ProjektyWewnetrzne\ PK\XML\IPK-VAT-TEST-00 . Y001 VAT  01.07.2016 31.07.2016 1

- o ding=rutf-g" > 2| |was found starting with element 'etd:PelnaNazwa’. One of '{"hitp://crd, PLO1 VAT  01.08.2016 31.08.2016 1

<2xml version="1.0" encoding="utf-8" ?>
- <ds:Signature xmins:ds="http:// www.w3.0rg/2000/09/xmldsig#" . PLO1| VAT | 01.08.2016 | 31.08.2016 !
escription”:"Rozpoczeto sesie przesylania plkow”,"Detais™: ™", "Timestamp,. PLO1 VAT  01.08.2016 31.08.2016 1

1d="xmldsig-5b74a97f-eeac-4597-8c35-f48a7e57b31d">
- <ds:Signedinfo>
<ds:Canonicalizationmethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315" />
<ds:SignatureMethod
Algorithm="http:/ /www.w3.0org/2000/09 /xmldsig#rsa-
shal />
- <dsiReference Id="xmldsig-5b74a97f-eeac-4597-8c35-
f48a7e57b31d-ref0"
Type="http://www.w3.0rg/2000/09/xmidsig#Object"
URI="#xmldsig-5b74a0 7f-eeac-4507-8c35-
f48a7e57b31d-object0”>
<ds:DigestMethod
Algorithm="http:/ fwww.w3.0rg/ 2000/ 09/xmidsig#sha1" />

«cds:Digestvalue >VDYKQ+HISVUBSVCMmMRRgAd g3y Ts= </ds: Digesty
</ds:Reference>
- <ds:Reference
Type="http://uri.etsi.org/01903#SignedProperties”
URI="#xmldsig-5b74a97f-eeac-4597-8c35-
fasa7e57b31d-signedprops">
<ds:DigestMethod
Algorithm="http:/ /www.w3.0rg/2000/09/xmldsigs#sha1" />

<ds:DigestValue >FhC69yLDbWbl4rusiuRoNewDGpI=</ds:Digestval.
</ds:Reference>
</ds:Signednfo>
=ds:Signaturevalue Id="xmldsig-5b74a97f-eeac-4597-8c35-

f48a7e57b31d-

Plea sigvalue’ >KK7 c5tiT /eelyoPOW/i 1FkR
— ’ 24UmROdIp01WQxPcz1msqObvdNuYj+ID4IBVQrWd4PATyR84nLVjx1
e soggNgEumSchHG\I1VLIfGﬂZX91I!79dOch(VDQjOHBNXRKSWWlGil,j

1525 = - E A e

wtorek ‘ | 4|r
2016-09-20 = —

%] [SAR, > BE6 (1) 920 ¥ | sato  INS &
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2.2.11 Action ,,Show UPO as PDF”

Displays UPO in PDF form

[S PDF Preview x

lon":"Przet

lon":"Doku

lle \\office

URZEDOWE POSWIADCZENIE ODBIORU =
DOKUMENTU ELEKTRONICZNEGO

lon":"Rozp

A.NAZWA PELNA PODMIOTU, KETOREMU DORECZONO DORKUMENT ELERKTRONICEZNY

Ministerstwo Finsnsdw

B. INFORMACJA O DOKUMENCIE

Dokument zostal zarejestrowany w systemie telsinformatycznym Ministerstwa Finansdw

m

Idenryfikator doknmenm: Dmia (data, czas):

b385205f2ab2frdd0000b0TeT 705 2016-08-22T20-48:32+02:00

Skrot zlozonszo dokumenm - identyczay = wartoscia wZyta do podpisu dokumentm:

WERSaN3825LWATE SopPya VELpQ=[ZZEMDO0S Hulb3 AR IOU 00 TO+nxFTWHaX

5krot dokument w postaci otrzymanej przez system (lacznie z podpisem elek troniczoym):

al6a7feb85c003473d1 2d0eer 35atadc

Dokument rweryfikowane pod wzzledem zgodnosei za stuknry logiczns:

Schemat JPE_VAT(1)_wl-0xsd

Idenryfikator podatkowy podmiom wystepujacege jako | Idenryfikator podatkowy podmiom wystepujacego jako dmgi na
pierwszy na dokumencie: dokumencia: =

MNIP 1111111111

Urzad skarhowy, do kterego zostal zloZoay dokument:

1435

Sempel czasn:

M AXNiwOCHyMIQyMDo0ODozMiswhjowhA—

2.2.12 Action ,,Get the archived XML file”

Displays only when for a given entry, XML file was saved in the SAP database (see the
configuration parameter “SAVE_SENT_XML”). The button allows to download to the
workstation the file archived in an SAP index table. One should use the “Show sent and
removed records” selection screen option to be able to retrieve archived files that were
removed from the XML folder.
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3. Accessing files in JPK folder

The network folder of JPK can be accessed in two ways depending on “SAP Folder” checkbox.
JPK Sending monitor
@ &

=]

Company code

Files' content since 01.09.2016
Files" content til 31.10.2016
Files creation date to
JPK type
File's author

EIE
o]l

File version

®) Production mode
) Test mode

I It
Folder with JPK file I_\\s:omenetworl~:|3;1th\JPK\)(l‘«1L JIAP folder

ALV display layout

Layout

Please choose a Rnguage for messages from JAVA Engine
®) Messages in Polish
~) Messages in English

SAP Folder unchecked:

Will cause accessing the network folder from SAP GUI (user workstation), using current/domain user
credentials, e.g. DOMAIN/billgates

SAP Folder checked (recommended option):

Will cause accessing the network folder from SAP application server, i.e. user name for which SAP
server is started. It is SAPServiceXYZ user, where XYZ is the SID (SAP System ldentifier). To make
it working you need DOMAIN/SAPServiceXYZ user who will have an access to the network folder.
You also need three entries in SAP in the AL11 transaction to point to:

-the network folder XML, with XML files,
-the network folder SIGN, with signed files.

-the network folder TOSIGN, with signed files (needed only when using AUTO_COPY_SIGNED
configuration option).

Alternatively in AL11 the entry with the parent folder (usually JPK) can be given.

The folder names should be respectively exactly XML and SIGN, TOSIGN and when created on the
linux system they should have only capital letters.

The entries in the AL11 transaction will work if user SAP user in needed authorizations.

In the above example, XML folder is \\somenetworkpath\JPK\XML
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4. More information

More information about JPK Transfer can be found in Installation Manual or on JPK by BCC forum:
https://jpk.bcc.com.pl
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